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Information Technology Security Policy

Introduction Privacy and Confidentiality
Policy Compliance with Law and Policy
Roles and Responsibilities

Key Security Elements

INTRODUCTION:

In order to fulfill its mission of providing public safety information to emergency
agencies, the Will County 9-1-1 System is committed to providing a secure yet open
network that protects the integrity and confidentiality of information while maintaining
its accessibility.

POLICY:

Each member of the public safety community is responsible for the security and
protection of electronic information resources over which he or she has control.
Resources to be protected include networks, computers, software, and data. The physical
and logical integrity of these resources must be protected against threats such as
unauthorized intrusions, malicious misuse, or inadvertent compromise. Activities
outsourced to off-site entities must comply with the same security requirements as in-
house activities.

ROLES AND RESPONSIBILITIES:

Responsibilities range in scope from security controls administration for a large system to
the protection of one's own access password. A particular individual often has more than
one role.

Agency Administrative Officials (individuals with administrative responsibility for
public safety agencies must:

identify the electronic information resources within areas under their control,
define the purpose and function of the resources;
establish acceptable levels of security risk for resources by assessing factors such
as:

o how sensitive the data is, such as arrest data or information protected by
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law or policy,

o the level of criticality or overall importance to the continuing operation of
the system as a whole, individual departments, units, or other essential
activities;

o how negatively the operations of one or more units would be affected by
unavailability or reduced availability of the resources,

o how likely it is that a resource could be used as a platform for
inappropriate acts towards other entities,

o limits of available technology, programmatic needs, cost, and staff
support;

ensure that requisite security measures are implemented for the resources;

Providers (individuas who design, manage, and operate agencyGs el ectronic information
resources, e.g. project managers, system designers, application programmers, or system
administrators) must:

become knowledgeable regarding relevant security requirements and guidelines;
analyze potential threats and the feasibility of various security measures in order
to provide recommendations to Administrative Officials;

implement security measures that mitigate threats, consistent with the level of
acceptable risk established by administrative officials;

establish procedures to ensure that privileged accounts are kept to a minimum and
that privileged users comply with privileged access agreements;

Users (individuals who access and use Will County 9-1-1 System resources) must:

become knowledgeable about relevant security requirements and guidelines;
protect the resources under their control, such as access passwords, computers,
and data they download.

Insufficient security measures at any level may cause resources to be damaged, stolen, or
become a liability to the system. Therefore, responsive actions may be taken. For
example, if a situation is deemed serious enough, computer(s) posing a threat will be
blocked from network access. (The "Guidelines and Procedures for Blocking Network
Access" specify how the decision to block is made and the procedures involved.)

KEY SECURITY ELEMENTS:

Logical Security:

Computers must have the most recently available and appropriate software security
patches, commensurate with the identified level of acceptable risk. For example,
installations that allow unrestricted access to resources must be configured with extra

care to minimize security risks.

Adequate authentication and authorization functions must be provided, commensurate



with appropriate use and the acceptable level of risk.

Attention must be given not only to large systems but also to smaller computers which, if
compromised, could constitute a threat to agency@s or 911 resources, including computers
maintained for a small group or for an individual's own use.

Physical Security:

Appropriate controls must be employed to protect physical access to resources,
commensurate with the identified level of acceptable risk. These may range in scope and
complexity from extensive security installations to protect a room or facility where server
machines are located, to simple measures taken to protect a User's display screen.

PRIVACY AND CONFIDENTIALITY:

Applications must be designed and computers must be used so as to protect the privacy
and confidentiality of the various types of electronic data they process, in accordance
with applicable laws and policies.

Users who are authorized to obtain data must ensure that it is protected to the extent
required by law or policy after they obtain it. For example, when sensitive data is
transferred from a well-secured mainframe system to a User's location, adequate security
measures must be in place at the destination computer to protect this "downstream data”.

Technical staff assigned to ensure the proper functioning and security of 911 resources
and services are not permitted to search the contents of electronic communications or
related transactional information not owned or managed by the Will County 9-1-1
System. For example, any scanning of network traffic to detect intrusive activities must
be used in a way to protect any personal information that maybe captured during the
scanning for possible intrusive activities and must be in compliance with laws and
policies protecting the privacy of the information.

COMPLIANCE WITH LAW AND POLICY:

Departments, units, or groups should establish security guidelines, standards, or
procedures that refine the provisions of this Policy for specific activities under their
purview, in conformance with this Policy and other applicable policies and laws.

The following activities are specifically prohibited under this Policy:

interfering with, tampering with, or disrupting resources;

intentionally transmitting any computer viruses, worms, or other malicious
software;

attempting to access, accessing, or exploiting resources you are not authorized to
access;

knowingly enabling inappropriate levels of access or exploitation of resources by



others;

downloading sensitive or confidential electronic information/data to computers
that are not adequately configured to protect it from unauthorized access;
disclosing any electronic information/data you do not have a right to disclose.
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Departmental Security Contact Policy

Purpose Background Requirements

Purpose

The purpose of this policy is to ensure that Public Safety agencies can be contacted in the
event of a computer or network security incident. The ability to quickly contact
responsible departmental personnel and have them take appropriate action can mitigate
the negative effects of an incident both locally in the department and more globally
throughout the Will County 9-1-1 System.

Background

Risks to the Will County 9-1-1 System are very serious. The loss or corruption of
information or access to information on workstations and servers could greatly hinder
public safety work. The Will County 9-1-1 System has a responsibility to secure its
computers and networks and to respond quickly to threats to the integrity of systems and
data. A compromised computer in one department can easily be used as a springboard to
launch attacks on computers in other departments.

Because of these risks, Will County 9-1-1 System personnel must take action when they
become aware of a security incident specifically involving a Will County 9-1-1 System
computer. In cases where the incident poses a potentially serious threat to 911
information system resources, the computer will be immediately blocked from network
access.

When a problem computer is identified, whether or not it is blocked from network access,
Will County 9-1-1 System personnel must be able to quickly contact someone in the
appropriate public safety agency who can take action and/or pass the information on to
the appropriate departmental support personnel. Quickly reaching a departmental contact
is also important so that any affected user(s) may be informed of the situation. In
addition, Will County 9-1-1 System personnel will inform this contact person of possible
irregularities such as computers with configuration problems that could negatively impact



the network or that appear to be infected with a virus.
Requirements

To implement this procedure, each agency needs to appoint a contact and one or more
backup contacts.

All contacts for a given agency should be reachable through a single phone number.

Contacts must respond to incident reports from Will County 9-1-1 System staff and pass
them on to responsible departmental or third party support personnel as appropriate.
Contacts need to have some familiarity with the computers in their department and be
able to determine who a responsible technical person is; it is not necessary for the contact
to have extensive security expertise.

Security contacts are responsible for ensuring that appropriate personnel take action in
response to each security incident (including escalating the incident to an appropriate
departmental authority if action is not taken) and that resolution of each incident is
reported to the Will County 9-1-1 System Administrator



Minimum Security Standards for Networked Devices

Policy Summary

Access to and use of the Will County 9-1-1 System network services are privileges
accorded at the discretion of the Will County Emergency Telephone System Board.
Devices connected to the Will County 9-1-1 System network must comply with the
minimum standards for security set by the Will County 9-1-1 System Chief
Administrator. Devices that host restricted data are required to conform to more rigorous
security standards. Agencies may develop stricter standards for themselves. Devices that
do not meet minimum standards for networked host security configurations may be
disconnected.

Who Should Read this Policy

Chiefés and Department Heads
System Administrators
Individuals working with networks, computers, software, and data

Why We Have This Policy

The Will County 9-1-1 System encourages the use of its network in support of Public
safety. However, this resource is limited and vulnerable to attack. Will County 9-1-1
System therefore reserves the right to deny access to its network by devices that do not
meet its standards for security.

This policy requires compliance with minimum security standards to help protect not
only the individual device, but other devices connected to the Will County 9-1-1 System
network. The policy is also intended to prevent exploitation of Will County 9-1-1 System
resources by unauthorized individuals.

The policy applies to all devices connected to the 911 network or using a Will County 9-
1-1 System Internet Protocol (IP) address to originate communications. Devices include
computers, printers, or other network appliances, as well as hardware connected to the
911 network from behind firewalls or Network Address Translation (NAT) systems.
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Responsibili ties
Agency Administrative Officials:

Ensure that devices connected to the 911 network from their department are
supported by an administrator or user with the ability to maintain minimum
security standards.

System Administrators or anyone functioning as a system administrator:

Ensure compliance with minimum standards for security as set forth in the
Procedures section below.

Will County 9-1-1 System Administrator:

Provides direction, planning, and guidance about information security.

Develops and reviews Will County 9-1-1 System information security policy and
procedures.

Writes minimum security standards for networked devices.

Approves exceptions to minimum security standards.

Works with the Public Safety community to protect computers and the 911
network infrastructure from electronic attack.

When necessary, blocks access to the 911 network in accordance with Guidelines
and Procedures for Blocking Network Access.

Departments, Units, and Individuals:

Use devices that comply with the minimum standards set forth in this policy.
Function as the system administrator in the absence of an assigned system
administrator.

Procedures
MINIMUM STANDARDS

Minimum security standards for devices attached to the Will County 9-1-1 System
network are attached in this document as Appendix A page 15: (Minimum Standards for
Security of Will County 9-1-1 System Networked Devices). These standards change
periodically. Network device users should consult the Will County 9-1-1 System Office
to make sure they have the latest security standards before upgrading or changing their



equipment. Implementing guidelines that provide more information about complying
with minimum security standards are attached to this document as Appendix B page 17:
(Implementing Guidelines for the Minimum Standards for Security of Will County 9-1-1
System Networked Devices).

EXCEPTIONS

Departments, units, or individuals unable to comply with the minimum security standards
for the Will County 9-1-1 System networked devices but wishing to connect to the
network must identify resources that will assist them (on an ongoing basis) in becoming
compliant. Devices that do not comply with the minimum standards are subject to
exclusion from the 911 network.

Departments, units, or individuals who believe their devices require configurations that
do not comply with the minimum security standards for 911 networked devices may
request connection to the 911 network on an exceptional basis. Requests for such
exceptions should be directed to the System Administrator, which will process the
request for final approval by the Chief Administrator.

REVISING THE MINIMUM STANDARDS

Changes to the minimum security standards for networked devices will be approved by
the Chief Administrator of the Will County 9-1-1 System.
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Software Patch Updates

Will County 9-1-1 System networked devices must run software for which security
patches are made available in a timely fashion. They also must have all currently
available security patches installed. Exceptions may be made for patches that
compromise the usability of critical applications.

What are "'security patches™ and why do I need to keep my software up-to-date?

Security patches are updates to software that eliminate vulnerabilities that, when
exploited, will compromise the security of the device. These updates are required for
operating systems, application software, firmware, or any other software operating on the
device.

The majority of devices that are compromised are done so through the exploitation of
security vulnerability that could have been eliminated with an already-released security
patch. Almost every major worm or virus outbreak could have been prevented had users
applied current security patches.

What does "'software for which security patches are made available in a timely
fashion™ mean?

If security vulnerability is found for a piece of software, a software update that eliminates
that vulnerability must be made available in a timely fashion. If an update is not made or
will not be made within a reasonable amount of time, that software can not run on the
networked device. The Will County 9-1-1 System Administrator is responsible for
determining whether or not a security patch is being "made available in a timely fashion™.

What if my critical software cannot be patched, will I be blocked from the network?

You may be blocked from accessing the network unless you request an exception from
the Will County 9-1-1 System Administrator and your request is granted by Chief
Administrator. If your application is determined to be critical but contains a security
vulnerability that warrants a network block, an exception will most likely require the
mitigation of the vulnerability through other means.
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How do I ensure that my software has all currently available security patches
installed?

It is very important to keep yourself apprised of security updates to all of the
software on your machine. The easiest way to do this is to check the software
vendor or developer's website on a regular basis or to join a mailing list that keeps
users informed about security vulnerabilities and updates. Information about how
to join this list, if it exists for the application, will almost always be available on
the vendor or developer's site. The following types of software are mostlikely to
contain a security vulnerability and should therefore be morefrequently checked
for patch currency (i.e. weekly):

o Operating Systems.

o Server Software - Web servers, Mail servers, FTP servers, Database

servers, etc.

o Web Browsers - Internet Explorer, Netscape, Safari, Mozilla, etc.
Email Clients - Outlook, Outlook Express, Eudora, Netscape, Mozilla, etc.
o Peer-to-Peer File Sharing software - Kazaa, Gnutella, eDonkey, etc.

o
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Guidelines and Procedures
for Blocking Network Access

Purpose

Will County 9-1-1 System Administrators must take immediate action to mitigate any
threats that have the potential to pose a serious risk to Will County 9-1-1 information
system resources or public safety databases. If the threat is deemed serious enough, the
computer(s) posing the threat will be blocked from network access. These guidelines
specify how the decision to block is made and the procedures involved.

Guidelines

Will County 9-1-1 System administrator personnel have the authority to evaluate the
seriousness and immediacy of any threat to Will County 9-1-1 System information
system resources or public safety databases and to take action to mitigate the threat.
Action that is taken will be responsible and prudent based on the risk associated with that
threat and the potential negative impact to the Will County 9-1-1 System caused by
making the offending computer(s) inaccessible. Examples of threats that are serious
enough to invoke these procedures are:

The level of network activity is sufficiently large as to cause serious degradation
in the performance of the network;

System administrative privilege has been acquired by someone who is not
supposed to have it;

An attack on another computer or network has been launched;

Confidential, private or proprietary electronic information or communications are
being collected,;

Continued complaints have been received regarding inappropriate activity and no
response has been received from the departmental contact regarding the incident.
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Procedures

If the threat is immediate, the offending computer(s) will be blocked immediately and
notification will be sent to the department Chief Administrator immediately that the block
has occurred. If the threat is not immediate, notification of the threat will be sent to the
department Chief Administrator via email. If a response is not received within 4 hours
indicating that the department is taking action to mitigate the threat, the offending
computer(s) will then be blocked. In either case, Will County 9-1-1 System personnel
will work with the department Chief administrator and/or the system administrator(s) to
ensure that the computer(s) are properly re-secured. If a block has been put in place it
will be removed when both the department and Will County 9-1-1 System personnel
agree that the problem causing the incident has been sufficiently addressed.

Recourse
If a department feels that a computer has been inappropriately blocked it may request a
review of the decision by the Chief Administrator. If, after the review, there is still a

disagreement with the decision, it may be further reviewed by the Will County
Emergency Telephone Board.
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Appendix A
Minimum Standards for Security of Will County 9-1-1
System Networked Devices

The following minimum standards are required for devices connected to the Will County
9-1-1 System network.

1. Software patch updates

Will County 9-1-1 networked devices must run software for which security
patches are made available in a timely fashion. They also must have all currently
available security patches installed. Exceptions may be made for patches that
compromise the usability of critical applications.

2. Anti-virus software

Anti-virus software must be running and up-to-date on every level of device,
including clients, file servers, mail servers, and other types of Will County 9-1-1
networked devices.

3. Host-based firewall software

Host-based firewall software must be running and configured according to the
"Implementing Guidelines for the Minimum Standards for Security of Will
County 9-1-1 System Networked Devices", on every level of device, including
clients, file servers, mail servers, and other types of Will County 9-1-1 networked
devices. While the use of departmental firewalls is encouraged, they do not
necessarily obviate the need for host-based firewalls.

4. Passwords
Will County 9-1-1 System must identify users and authorize access by means of
passwords. When passwords are used, they must meet the Minimum Password
Complexity Standards. In addition, shared-access systems must enforce these
standards whenever possible and appropriate.
All default passwords for access to network-accessible devices must be modified.
Passwords used by system administrators for their personal access to a service or

device must not be the same as those used for privileged access to any service or
device.
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5. No unencrypted authentication

Unencrypted device authentication mechanisms are only as secure as the network
upon which they are used. Traffic across the 911 network may be surreptitiously
monitored, rendering these authentication mechanisms vulnerable to compromise.
Therefore, all 911 devices must use only encrypted authentication mechanisms
unless otherwise authorized by the Will County 9-1-1 System Administrator. (See
"Requests for Exception” in the Will County 9-1-1 System Policy on Minimum
Standards for Networked Device Security Configurations.)

In particular, historically insecure services such as Telnet, FTP, SNMP, POP, and
IMAP must be replaced by their encrypted equivalents.

6. No unauthenticated email relays

Will County 9-1-1 System devices must not provide an active SMTP service that
allows unauthorized third parties to relay email messages, i.e., to process an e-
mail message where neither the sender nor the recipient is a local user. Before
transmitting email to a non-local address, the sender must authenticate with the
SMTP service. Authenticating the machine (e.g. IP address/domain name) rather
than the sender is not sufficient to meet this standard. Unless an unauthenticated
relay service has been reviewed by Will County 9-1-1 System Administrator and
approved as to configuration and appropriate use, it may not operate on the 911
network.

7. No unauthenticated proxy services

Although properly configured unauthenticated proxy servers may be used for
valid purposes, such services commonly exist only as a result of inappropriate
device configuration. Unauthenticated proxy servers may enable an attacker to
execute malicious programs on the server in the context of an anonymous user
account. Therefore, unless an unauthenticated proxy server has been reviewed by
the Will County 9-1-1 System Administrator and approved as to configuration
and appropriate use, it is not allowed on the 911 network.

8. Physical security

Unauthorized physical access to an unattended device can result in harmful or
fraudulent modification of data, fraudulent email use, or any number of other
potentially dangerous situations. In light of this, where possible and appropriate,
devices must be configured to "lock™” and require a user to re-authenticate if left
unattended for more than 30 minutes.
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APPENDIX B

IMPLEMENTING GUIDELINES

for the Minimum Standards for Security of Will County 9-1-1 System
Networked Devices

These Guidelines are provided to assist system administrators and end-users to configure
their networked devices to comply with the Minimum Standards for Security of Will
County 9-1-1 System Networked Devices. These Guidelines include clarifying
information about the Standards and configuration details for many situations. They do
not include step-by-step instructions for every existing device or operating system, but
they do provide the information necessary for the majority of Windows 2000 and XP
operating systems. The absence of details in this Guide regarding any particular
environment does not exempt a device from compliance with the Minimum Security
Standards.

1. Software patch updates
Updating the Windows Operating System

Users of all versions of the Microsoft Windows operating system can visit Microsoft's
Windows Update web site (windowsupdate.microsoft.com). That web site should
automatically take you to the correct set of updates for your computer's version of the
Windows operating system. (Note: You must use Internet Explorer to visit the Windows
Update site.)

Microsoft never sends patches by e-mail. Beware of e-mail claiming to be from
Microsoft with attached Windows patches. (See How to Tell If a Microsoft Security-
Related Message Is Genuine). Microsoft does provide an e-mail alert service informing
subscribers when security updates are released. However, that service refers users to the
standard Microsoft update procedures.

The directions below show you how to update your Windows XP and 2000 operating
system using the Windows Update selection from your computer's Start menu.
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Downloading Critical Updates

1. Click on your computer's Start button.

2. Select Windows Update. If you have configured the Start menu to be displayed
in "classic™ mode, Windows Update is on the main Start menu. If the Start menu
is displayed using the default XP appearance, you'll need to select All Programs
then select Windows Update.

3. 'You may be prompted with a Security Warning. If so, select Yes.

Security Warning IY]

Do you want to install and run-"Windows Update Cantrol
V4" signed on 10/3/2001 12;25 PM and distibuted by:

Micrasoft Comoration

lle

Publisher authenticity verified by Microsoft Code Signing
PCA

Caution: Microsoft Corporation asserts that this content is
safe, You should only install/view this content  you trust
Microsoft Comoration to maks that assertion.

LI R TR RS A e BN

[ Alwaystrust content from Microsoft Comporation

[ Yes %ll No || Mowinfo |

This will start Internet Explorer and go to the Windows Update site.
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4. Select Scan for Updates.

A Microsoft Windows Update - Microsoft Internet Explorer Ig@@

File Edit Viewn Favorntes Tools Help :’f
- . — — : — [ : ~ — »

\J Back k) l_ﬂ @ {b )J Search '}j_\f Favarites e Media @ L\:j SN ;

Address .El http://v4.windowsupdate .microsoft.com/en/default.asp ‘Vl Go

Links &) Channel Guide (] Customize Links @] Free Hotmal 4] Grand Am ] hhexchange i

. Miccosoft All Products | Support | Search | microsoft.co

“* Windows Update

Home | Windows Catalog | Office Update | Windows Update Worldwide

Windows Update 8l Welcome to Windows Update

Get the latest updates available for your computer's operating

] Welcome
system, software, and hardware.

[ Pick updates to install

[ Review and install updates

Windows Update scans your computer and provides you with a
selection of updates tailored just for you.

% Scan for updates

New! Let Windows manage critical updates for you.
Tell me about automatic updating

Other Options
[ View installation history

[ Personalize Windows Update

See Also
[ Abaut Windows Update

Note Windows Update does not collect any form of personally
identifiable information from your computer,
Read our privacy statement il

© 2001 Microsoft Corporation. All rights reserved. Terms of use. Accessibility.

|/€] iavascriptiparent fscan();
|

® Internet

be scanned to determine which updates are available for you. They will be
grouped into three categories; Critical Updates, Windows XP, and Driver
Updates. Select Review and install updates to install the Critical Updates. There
may be multiple Critical Updates. You will want to install them all. If you are
connecting over a modem, you may want to only select several at a time.
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Address @ http:fiv4.windowsupdate. microsoft.com/en/default. asp

I’F Microsgf:' All Products | Support | Search | microsoft.com Guide
* 'Windows Update

Home | Windows Catalog | Office Update | Windows Update Worldwide

Windows Update Pick updates to install

0 welcome Windows Update has found 1 critical updates For your computer,

[E] Pick updates to install
[3 critical Updates (1)
[ windows XP (7)
[ Driver Updates (0)

[] Review and install updates

(1)

Review and install updates

]

Windows Update has also found other updates for your computer. To browse
through these updates and select the ones vou want to install, click a category
title in the list,

Other Options
[ View installation histary

[ Personalize Windows Update

See Also

@ 2001 Microsoft Corporation. All rights reserved. Terms of use. Accessibility,

6. Select Install now.
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Address @ http:jfv4.windowsupdate. microsoft.comfenfdefault. asp

' ; !i Microsoft’ . . All Products | Support | Search | micr corn Guide
¥ Windows Update

Home | Windows Catalog | Office Update | Windows Update Worldwide

windows Update Total Selected Updates

Gl aicome Review and install your selected updates

=] Pick updates to install
[c] cCritical Updates {1)
] windows XP {7}
[c] Driver Updates {0}

[£] Review and install updates

Review the list of items vou have chosen to download and install on vour
computer. You can remove any item you don't want.

W Total: 1 =1.9MB, <1
minute

(1) Windows XP Update Package, October 25, 2001 2
Download size: 1.9 MB, < 1 minute ’
- This update resolves all critical issues that were Found in Windows XP
Other Options between August 2001 and October 2001, and is discussed in Microsoft ‘
[ view installation history Knowledge Base (KB) Article Q309521. Among the updates included in = |
= this package are several that eliminate security vulnerabilities. Download
[ Personalize Windows Update now to ensure that you have all the latest critical updates For Windows
XP. Read more...

|

After reviewing the Microsoft license agreement, select Accept.

7. While the critical updates are downloaded and installed, a progress bar will be
displayed.

2 Windows Update -- Web Page Dialog @

@ Windows Update is installing the updates on your
ﬁ computer. Please wait.

Download complete. Pw:aring to install...

Download progress: - 1.9 MB/1.9 MB
AEENRNERNEENRNERNEENENEENEENEEER
Download time remaining: 0 minutes

Install progress:

Cancel

8. Upon completion, you will be prompted to restart your system. Select OK.
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Kicrosoft Internet Explorer

9 You must restart your computer to complete the installation,
\_-/ If vou want to restart later, or close other programs first, click Cancel, and then restart
wour computer manually.

Do you want to restart now?

[ OK ][ Cancel ]

9. Your system will reboot with the critical updates installed. You should repeat
steps 2-9 until all critical updates are installed. When you see the message There
are no critical updates available at this time, all critical updates have been
installed.

Configuring Automatic Updates

10. In order to keep your system protected on an ongoing basis, you should activate
Automatic Updates. To do this, select the Start button, then select Control
Panel. Next, select System.

If the control panel is displayed in "Classic View," you can go directly to the
System window as shown below:

Note: If you have Windows 2000 Service Pack 3 or higher, you will see an icon
labeled Automatic Updates in the Control Panel. Simply double-click this icon to
view the Settings and go on to Step 12.

If the control panel is displayed in "Category View," you can either select Switch
to Classic View and then select System, or you can select the Performance and
Maintenance category, then select System, and then select the Automatic
Updates tab.

11. In the dialog window, make sure there is a check in the box next to "Keep my
computer up to date. With this setting enabled, Windows Update software
may be automatically updated prior to applying any other updates.”
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®- Control Panel

File Edit View Favorites Tools Help

@ Back Q L’? )j) Search [{: Folders v

Address | [ Control Panel v] £

Q/‘ Control Panel 2 6 § '— E‘i@ 3§

Accessibility  Add Hardware Add or Administrative Date and Time
@ Switch to Category Yiew Options Remov... Tools
r ‘Vl 2 -
See aAlso £ g lJ E g

%

Display Folder Options Fonts Game Internet
L windows Update Controllers Options
Q) Help and Support & % ] t,' !
Keyboard Mouse Network Phone and Power Options

Connections Modem ...

= @ B O 9

Printers and Regional and Scanners and  Scheduled Sounds and
Faxes Language ... Cameras Tasks Audio Devices

& 9 A s

Speech Taskbar and User Accounts
Start Menu

ettings pane, select the second option (Download the updates automatically
and notify me when they are ready to be installed.) Future windows updates
will automatically be downloaded to your computer, but you will still be notified
before they are installed. This is the recommended method.
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System Properties @

| Advanced |

Remote \'

| General -MV Computer Name | Hardware
‘\ System Restore | Automatic Updates ‘

YWindows can find the updates you need and deliver them
directly to your computer.

Keep my computer up to date. With this setting enabled, Windows

Update software may be automatically updated prior to applying
any other updates.

Learn more about automatic updating
Settings

'®) Notify me before downloading any updates and notify me again
before installing them on my computer

® Download the updates automatically and notify me when they are
ready to be installed

'®) Automatically download the updates, and install them on the
schedule that | specify

1 i~ =} >/ 4
W aay g S U0 A

Learn more about scheduled installing

Declined Updates

[ ok J[ concel || appy

12. Click OK when you are finished.

2. Anti-Virus Software
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Anti-Virus Software must be a corporate class software and be running and up-to-date at
all times. The Anti-virus must have the ability to be updated automatically. The Anti-
Virus software must bee installed and functional on all clients, file servers, mail servers,
and all other types of Will County 9-1-1 networked devices.

3. Host-Based Firewall Software

"Host-based firewall software for any particular type of device must be running and
configured according to the "Implementing Guidelines for the Minimum Standards for
Security of Will County 9-1-1 System Networked Devices", on every level of device,
including clients, file servers, mail servers, and other types of 911 networked devices.
While the use of departmental firewalls is encouraged, they do not necessarily obviate the
need for host-based firewalls."

What is a host-based firewall and what do they do?

A host-based firewall is software that runs directly on a networked device and protects
that device against attack from the network by controlling incoming and/or outgoing
network traffic. There are other kinds of firewalls that sit on the network between one or
more hosts and the rest of the network, but their presence does not necessarily exempt
protected devices from the need to run host-based firewall software.

Host-based firewalls work by monitoring, passing, or blocking incoming and outgoing
network packets. Rules govern what to look for and what to block or pass. Typical
firewalls block based on source and destination address and port, packet type, etc.
Advanced firewalls identify every application and system component, and rules to allow
or block can be specific for each uniquely. A firewall product usually comes with
predefined rules to defend against known attacks similar to anti-virus software, and
predefined rules for each application and system component's normal activities. Rules
may also just log the activity for later inspection or to send or display alarms. Some host-
based firewalls can also prevent malicious software from attacking other devices on the
network.

What devices need a firewall?

The Minimum Standards for Security of Will County 9-1-1 System Networked Devices
("Minimum Standards") require that you run host-based firewall software on your device
if it is currently protected by a corporate class firewall that meets or exceeds the
minimum requirements of a host-based firewall. This requirement includes not only
servers, but workstations as well. To meet the Minimum Standards, all firewalls, either
hardware or host-based, must meet a minimum:

Be running at all times

-25 -



Block inbound traffic to ports that are not running necessary services
Log inbound and outbound blocked packets
Allow all inbound and outbound ICMP traffic except "mask discovery"

4. Passwords

Will County 9-1-1 System must identify users and authorize access by means of
passwords. When passwords are used, they must meet the Minimum Password
Complexity Standards. In addition, shared-access systems must enforce these standards
whenever possible and appropriate.

All default passwords for access to network-accessible devices must be modified.

Passwords used by system administrators for their personal access to a service or device
must not be the same as those used for privileged access to any service or device.

Minimum Password Complexity Standards:

All passwords employed to authorize access to 911 systems or services must meet the
following standards:

The password MUST:

Contain eight characters or more;
Contain characters from at least two of the following three character classes:
i.  Alphabetic (e.g.: a-z, A-2Z)
ii.  Numeric (i.e. 0-9)
iii.  Punctuation and other characters (e.g.: '@#3%"&*()_+|~-=\"{}[]:";'<>?,./)

The password MUST NOT be:

A derivative of the username.

A word found in a dictionary (English or foreign).

Names of family, pets, friends, or co-workers.

Computer terms and names, commands, sites, companies, hardware, or software.
Birthdays or other personal information such as addresses or phone numbers.

A set of characters in alphabetic or numeric order (e.g. abcdef), in a row on a
keyboard (e.g. qwerty), or in a simple pattern (e.g. 123123).

Any of the above spelled backwards.

Any of the above preceded or followed by a digit (e.g., gwertyl, 1qwerty).
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Why do | need a strong password?

Passwords are used for various purposes. Some of the more common uses include: local
accounts, web accounts, and email accounts. A weak (or absent) password is one of the
most common ways for an attacker to compromise your account; therefore, you should be
aware of how to select strong passwords.

The standard requires that devices must be configured to enforce the minimum
password complexity requirements ""‘whenever possible and appropriate™. What
type of situations might be exceptions?

It may be inappropriate in situations where the device is single-user (home machines or
laptops). While you MUST use a password that meets the complexity requirements, it is
not necessary to configure the device to enforce the requirements on these single-user
devices.

What are some other password guidelines?

Passwords should never be written down or stored on-line.

In general, a password should be as long as possible while still being easy-to-
remember. One way to do this is create a password based on an easy-to-remember
phrase. For example, the phrase might be: "This May Be One Way To
Remember" and the password could be: "TmB1w2R!" or "Tmb1W>r~" or some
other variation. NOTE: Do not use either of these examples as passwords!

You should change your passwords on a regular basis, at least every six months.

5. No Unencrypted Authentication

Unencrypted device authentication mechanisms are only as secure as the network upon
which they are used. Traffic across the 911 network may be surreptitiously monitored,
rendering these authentication mechanisms vulnerable to compromise. Therefore, all 911
devices must use only encrypted authentication mechanisms unless otherwise authorized
by the Will County 9-1-1 System Administrator.

What is encrypted authentication and why should I use it?

Many Internet services such as email, calendaring, and file sharing require some kind of
authentication before you can use the service. That is some way for you to prove that you
are who you say you are. That's typically done with a simple user ID and password.
There are, unfortunately, several pitfalls in implementing this over a network. One of the
biggest problems is that the Internet is designed in such a way that makes it fairly easy
for a hacker to "listen in™ on other peoples' communications. So, for example, every time
you (or your email client) authenticate to an email server your user name and password is
sent over the network to the server. That means that anyone listening in would see your
user name and password. They would then have full access to your email account and
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could abuse it in a myriad of ways including sending out spam, viruses, or worse in your
name.

To avoid this, you need to make sure that your user name and password are always
encrypted before being sent over the network to the server. How you do this depends on
the type of service you're using and generally requires the provider of that service to
configure the server in such a way that it can accept encrypted connections.

6. No Unauthenticated email relays

In addition to causing problematic bandwidth usage and inappropriate email
appearing to come from agency email servers, unauthenticated relays may be
exploited to allow use of devices for other unauthorized activities, in a manner
similar to "virus" attacks.

7. No Unauthenticated proxy services

Although properly configured unauthenticated proxy servers may be used for
valid purposes, such services commonly exist only as a result of inappropriate
device configuration. Unauthenticated proxy servers may enable an attacker to
execute malicious programs on the server in the context of an anonymous user
account. Therefore, unless an unauthenticated proxy server has been reviewed by
the Will County 9-1-1 System Administrator and approved as to configuration
and appropriate use, it is not allowed on the 911 network.

8. Physical Security

Unauthorized physical access to an unattended device can result in harmful or fraudulent
modification of data, fraudulent email use, or any number of other potentially dangerous
situations. In light of this, where possible and appropriate, devices must be configured to
"lock™ and require a user to re-authenticate if left unattended for more than 30 minutes.

What is physical security with respect to networked devices, and why is it
important?

Physical security prevents attackers from accessing a device physically rather than
through the network. It is even more important than network security, but is often
overlooked by users and administrators. Regardless of the level of protection that a
device has from network-borne attacks, physical access to the device by a knowledgeable
attacker will almost always result in a complete compromise.

What do the Minimum Standards require?
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The Minimum Standards for Security of Will County 9-1-1 System Networked Devices
require that, where possible and appropriate, devices must be configured to "lock™ and
require a user to re-authenticate if left unattended for more than 30 minutes.

What does ""where possible and appropriate’ mean?

Only some devices are capable of "locking" after a set amount of time and requiring a
user to re-authenticate. On devices where it is possible, it is sometimes inappropriate or
unnecessary. For example:

CAD terminals

If the activation of the "locking” mechanism interferes with essential software in a
way for which it was not designed (e.g. a password-protected screen saver that
crashes critical lab equipment monitoring software and disrupts research)

Note: "where possible and appropriate” does not mean "where you feel like it", and
annoyance at having to type a password more frequently does not constitute a valid
reason to deem it inappropriate to do so.

Why 30 minutes?

It's long enough to prevent users from having to type their password in so often that it
becomes a major annoyance or that passers-by are given too many opportunities to see
the user typing it in. On the other hand, it's short enough to give attackers a reasonably
small window under which they could access and compromise the device. There may be
situations under which a shorter time-frame may be appropriate.

How do I configure "locking™?
Instructions for configuring "locking™ on various devices are below:
Windows XP and 2000

Windows XP and 2000 machines can be manually locked by pressing the "Ctrl+Alt+Del"
key combination and then pressing "K" or clicking "Lock Computer”.

To set up the screen saver to automatically lock your computer:

Right-click the desktop, then select "Properties."

In the "Display Properties™ window, select the "Screen Saver" tab.

In the drop-down window, select a screen saver if you do not have one already.

In the "Wait:" field, enter 30.

Check the "On resume, password protect™ (Windows XP) or "Password protected"
(Windows 2000) box then click "OK".

koo
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